
Machine Programming
Lecture 15 – LLM for Software Testing



Logistics – Week 9

• Assignment 3: Coding LLM Agents
• https://github.com/machine-programming/assignment-3
• Fully functional web-app agent. Due: Oct 23 (Thu)

• Forming groups for your final projects!
• Form a group of 2-3 before This Thursday (Oct 19 Oct 23)

https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
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Review

• What we have learned so far
• Programming languages and synthesis: syntax, semantics, enumeration
• Programming with LLMs: language modeling, prompting, agents, training



Dimensions in Program Synthesis

Behavioral Specification
- What should the program do?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?



The Course So Far
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- What should the program do?
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- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Examples
2. Types
3. Functional Specifications
4. Natural Language

General Purpose Programming Language
Python / Java / C / Rust / …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Custom Domain Specific Languages
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Module 3
Behavioral Specification
- What should the program do?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Syntax/Semantics/Functional correctness
2. Optimized for runtime speed
3. Has no security flaw
4. Comprehensive test coverage
5. …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Fixed

General Purpose Programming Language
Python / Java / C / Rust / …

Domain Specific Languages
SQL / LEAN / ROCQ / DATALOG / PDDL / …



Module 3: Overview

• What we have learned so far
• Programming languages and synthesis: syntax, semantics, enumeration
• Programming with LLMs: language modeling, prompting, agents, training

• Module 3: Applications of Machine Programming
• Goal: how synthesis can help with diverse applications
• Application: Software analysis, testing, optimization, security, verification
• Application: Logic and Formal Methods, Math, Physics, Science
• Application: Embodied systems, robotics, planning, reward modeling
• Application: UI, interactive environment, games



Software Analysis
Testing and Dynamic Analysis



BH_I16 := Integer_16(BH_F64);



BH_I16 := Integer_16(BH_F64);

Ada: covert 64-bit floating point number to 16-bit signed integer



The Ariane Rocket Disaster

https://www.youtube.com/watch?v=PK_yguLapgA&t=63s 

Date: June 4, 1996
Mission: Ariane 5 Flight 501 
- European Space Agency

https://www.youtube.com/watch?v=PK_yguLapgA&t=63s
https://www.youtube.com/watch?v=PK_yguLapgA&t=63s


The Ariane Rocket Disaster: Post Mortem

• Outcome: 
• Rocket veered off course after 37 seconds, self-destructed.
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• Outcome: 
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• What happened:
• The rocket reused Ariane 4’s Inertial Reference System (SRI) software.
• During ascent, the SRI computed a variable BH (Horizontal Bias), 

representing horizontal velocity.
• The program executed:

BH_I16 := Integer_16(BH_F64);



The Ariane Rocket Disaster: Post Mortem

• Outcome: 
• Rocket veered off course after 37 seconds, self-destructed.

• What happened:
• The rocket reused Ariane 4’s Inertial Reference System (SRI) software.
• During ascent, the SRI computed a variable BH (Horizontal Bias), 

representing horizontal velocity.
• The program executed:

• On Ariane 4, BH_F64 never exceeded 32767.
• On Ariane 5 (more powerful), BH_F64 ≈ 65535, causing a numeric overflow.
• In Ada, this raised a Constraint_Error exception (like an “Operand Error”).

BH_I16 := Integer_16(BH_F64);



The Ariane Rocket Disaster: Post Mortem

• Outcome: 
• Rocket veered off course after 37 seconds, self-destructed.
• Cost: $350M payload + $150M rocket

• Have we programmers learned from the mistake?



…

https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html 

https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html
https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html


…

https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html 

https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html
https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html


Goals of Software Analysis

• Question:
• If Ariane 5’s code compiled cleanly, why did it still explode?

• Idea:
• Software analysis ≠ compile without error/warning
• Search for hidden failure modes before deployment



Goals of Software Analysis

Goal Example Early Warning Signal

Detect Bugs Off-by-one, numeric overflow, null 
dereference, out-of-bounds

Static range warnings, failed test 
cases

Detect Vulnerabilities SQL-injection, buffer overflow, path 
traversal, incorrect permission

CWE-based pattern matching

Check Correctness Functional specifications, 
Algorithmic invariants

Violated assertions

Verification Know whether a functional 
specification “always holds”

Verifier error, symbolic execution 
traces

Meaure Reliability Coverage (line, block, path), test 
pass rate

Uncovered lines, failed test cases



Forms of Software Analysis

Static Analysis Dynamic Analysis
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Forms of Software Analysis

Static Analysis Dynamic Analysis

Examine code without concrete execution Observes program behavior while executing

- Taint analysis
- Reachability analysis
- Abstract interpretation
- Symbolic execution
- …

- Unit testing
- Fuzzing
- Property-based testing
- Penetration testing
- …



Forms of Software Analysis

Dynamic Analysis

Observes program behavior while executing

- Unit testing
- Fuzzing
- Property-based testing
- Penetration testing

(This Lesson)



Dynamic Analysis

• Some bugs only manifest when code runs
• Runtime errors
• Unhandled exceptions
• Errors dependent on external environments

• Want to concretely execute code
• Observe program behavior
• Analyze potential mistakes



Dynamic Testing

Unit Testing

Human-written tests
in the form of concrete

input-output

assert f(2) == 4
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Unit Testing

Human-written tests
in the form of concrete

input-output

assert f(2) == 4

Fuzzing

Randomly
generating
test inputs

for i in 0..10^4:
  x = gen_input()
  f(x)

Property-based testing

Randomly generating
test inputs, but with

properties checking outputs

for i in 0..10^4:
  x = gen_input()
  y = f(x)
  assert property(x,y)

Penetration testing

Crafting adversarial inputs
to trigger vulnerabilities rather 

than getting outputs

try:
  f(very_bad_input)
  assert false
except:
  assert no_bad_behavior

Human Effort: figure out input-
outputs, write the test cases Human Effort: write the input 

generator, harness and the property

Human Effort: write the input 
generator and fuzzing harness

Human Effort: figure out the very bad 
input, describe the bad behavior



Unit Testing: Precision Shots

• Human effort
• Figure out expected input/output pairs (multiple)
• Write a test case for each input/output pairs (multiple)

• Goal
• Maximize confidence via coverage (approx.: line coverage)
• Execute precise, human-chosen inputs that exercise specific code paths
• Error handling is a path too!



def calculate_interest(balance: float, months: int) -> float:
  rate = 0.02 # 2% per month
  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
  return balance * rate / months

Program – Line coverage: 0/5 (0%)
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  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
  return balance * rate / months

Program – Line coverage: 0/5 (0%)

def test_short_term_interest():
  assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 1



def calculate_interest(balance: float, months: int) -> float:
rate = 0.02 # 2% per month

  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
return balance * rate / months

Program – Line coverage: 3/5 (60%)

def test_short_term_interest():
  assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 1



def calculate_interest(balance: float, months: int) -> float:
  rate = 0.02 # 2% per month
  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
  return balance * rate / months

Program – Line coverage: 3/5 (60%)

def test_short_term_interest():
  assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 1

def test_long_term_interest():
  assert calculate_interest(1000, 24) == pytest.approx(1000 * 0.03 / 24)

Test 2



def calculate_interest(balance: float, months: int) -> float:
rate = 0.02 # 2% per month
if months > 12:
rate = 0.03 # higher rate for long-term deposits

return balance * rate / months

Program – Line coverage: 5/5 (100%)

def test_short_term_interest():
  assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 1
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  assert calculate_interest(1000, 24) == pytest.approx(1000 * 0.03 / 24)

Test 2
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return balance * rate / months

Program – Line coverage: 5/5 (100%)
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def calculate_interest(balance: float, months: int) -> float:
  rate = 0.02 # 2% per month
  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
return balance * rate / months

Program – Line coverage: 5/5 (100%)

def test_short_term_interest():
  assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 1

def test_long_term_interest():
  assert calculate_interest(1000, 24) == pytest.approx(1000 * 0.03 / 24)

Test 2

No!

Are we done covering everything?

def test_zero_months_divide_by_zero(): # covers implicit error path
  with pytest.raises(ZeroDivisionError):
    calculate_interest(1000, 0)

Test 3
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Fuzzing: Chaos with Purpose

• Goal
• Explore huge input spaces automatically to trigger failures (crashes, 

exceptions, timeouts, sanitizer hits)
• Unlike unit tests, fuzzing does not know the correct output. It detects 

incorrect behavior by symptoms

• Method
• Massively and randomly generate inputs to programs

for i in 0..10^4:
  x = gen_input()
  f(x)



Fuzzing: The Loop

Seed Input Generated 
Inputs

Fuzzing
Harness Program Outcome

(Failure/Coverage)

Input Mutation Engine

Generated 
Inputs

Generated 
Inputs

Instrumentation

1

23

3



int process_input(const uint8_t *data, size_t size) {
  if (size < 2) return 0; // need at least 2 bytes: cmd + length
  uint8_t cmd = data[0];
  uint8_t n = data[1]; // number of bytes to copy

  char buf[16]; // fixed-size buffer
  int secret = 0x41414141; // adjacent variable

  // If cmd == 0x42 we write to buffer
  if (cmd == 0x42) {
    // Write to buffer
    buf[n] = 0x00;
  }

  // Return secret so program behavior may subtly change if corrupted
  return secret;
}
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  }

  // Return secret so program behavior may subtly change if corrupted
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}
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Issue:
- There is an out-of-bounds buffer write!
- But the program will not crash! 
- How do we still detect the bug?
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Program Instrumentation

Original Program

𝑃
Instrumented Program

𝑃′

𝑃 and 𝑃’ are equivalent under normal behavior
𝑃’ can expose more failure modes than 𝑃
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Fuzzing Harness

• For unit tests:
• We come up with a single input-output pair
• We write a test case that runs the program on input, compares the output

• For fuzzing:
• We have automatically generated input
• We write a test case that runs the program on input // ß HARNESS
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for a lot of times!



Fuzzing Harness

• For unit tests:
• We come up with a single input-output pair
• We write a test case that runs the program on input, compares the output

• For fuzzing:
• We have automatically generated input
• We write a test case that runs the program on input // ß HARNESS

We have to do this 
for a lot of times!

Can we just do this one 
time or only a few times?



https://github.com/pnggroup/libpng 

https://github.com/pnggroup/libpng
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https://github.com/pnggroup/libpng/blob/libpng16/contrib/oss-fuzz/libpng_read_fuzzer.cc 
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Fuzzing Harness: Key Message

• A single wide-capturing test case that takes a single buffer as input
• Reject bad inputs that we do not care about in the beginning
• Simulate complete usage of a library or a package
• Trigger sanitization errors or capture failures and exceptions

• In practice, a library may be accompanied multiple harnesses
• But not to the level of the amount of unit test cases
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Seed Input and Mutation Engine

• Seed Input
• Typically some valid inputs to a program
• E.g., an HTML for a browser, a PNG for libpng, a JSON for a JSON parser

• Mutation Engine
• With a single input, we may get feedback from the execution:

• E.g., coverage, error, command line outputs, etc.
• We may use the coverage to guide the mutation engine to change the 

seed input to something else
• E.g., JSON “[1, 2, 3]” à “[1, 2,]”

• Hopefully, the mutation leads us to a better coverage



Infinite Monkey Theorem

“a monkey hitting keys independently 

and at random on a typewriter keyboard 

for an infinite amount of time will almost 

surely type any given text, including the 

complete works of William 

Shakespeare.”
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Fuzzing: The Loop

Seed Input Generated 
Inputs

Fuzzing
Harness Program Outcome

(Failure/Coverage)

Input Mutation Engine

Generated 
Inputs

Generated 
Inputs

Instrumentation

1

23

3



Fuzzing in the Wild: AFL

“American Fuzzing Loop”
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How Can LLM Help?
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How Can LLM Help?

• LLM for instrumentation:
• Capture more vulnerability patterns than traditional sanitizers
• E.g., Path Traversal, Reading from external logs, etc.

• LLM for fuzzing harness generation:
• Capture more library usage pattern
• E.g., For libpng, simulate browser usage, PDF reader usage, etc.

• LLM for seed input generation & mutation:
• Similar to unit test generation, but can accept more types of feedback
• E.g., Looking at uncovered lines, mutate input towards those lines
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