Machine Programming

Lecture 16 — LLM for Software Testing: Static Analysis



Logistics — Week 9

* Assignment 3: Coding LLM Agents
* https://github.com/machine-programming/assignment-3
* Fully functional web-app agent. Due: Oct 23 (Thu)

* Forming groups for your final projects!
* Form a group of 2-3 before This Thursday (©et13-Oct 23)


https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3

Module 3: Overview

Synthesis Strategy

How do we find such a program?

Fixed

Behavioral Specification
- What should the program do?

Syntax/Semantics/Functional correctness
Comprehensive test coverage

Has no security flaw

Optimized for runtime speed

OhObd=

Structural Specification
- What s the space of the programs?

General Purpose Programming Language
Python/Java/C/Rust/ ...

Domain Specific Languages
SQL/LEAN /ROCQ /DATALOG /PDDL/ ...



Software Analysis

Testing and Dynamic Analysis



of Software Analysis

Examine code without concrete execution Observes program behavior while executing
- Taint analysis - Unittesting
- Reachability analysis - Fuzzing
- Abstract interpretation - Property-based testing

- Symbolic execution - Penetration testing




Dynamic Testing

Unit Testing

Human-written tests
in the form of concrete
input-output

assert f(2) ==



Dynamic Testing

Unit Testing Fuzzing
Human-written tests Randomly
in the form of concrete generating

input-output testinputs

for 1 in 0..1074:
assert f(2) == X = gen_input()
f(x)



Dynamic Testing

Unit Testing Fuzzing
Human-written tests Randomly
in the form of concrete generating
input-output testinputs

for i in 0..1074:

assert f(2) == X = gen_input()
f(x)

Property-based testing

Randomly generating
test inputs, but with

properties checking outputs

X = gen_input()
y = f(x)
assert property(x,y)

for i in 0..1074:



Dynamic Testing

Unit Testing Fuzzing
Human-written tests Randomly
in the form of concrete generating
input-output testinputs

for i in 0..1074:

assert f(2) == X = gen_input()
f(x)

Property-based testing

Randomly generating
test inputs, but with

properties checking outputs

X = gen_input()
y = f(x)
assert property(x,y)

for i in 0..1074:

Penetration testing

Crafting adversarial inputs
to trigger vulnerabilities rather

than getting outputs

try:
f(very_bad_input)
assert false

except:
assert no_bad_behavior



Software Testing: Impossible Triangle

Soundness

Completeness Termination




Software Testing: Impossible Triangle

Soundness

Never miss a real bug

Completeness Termination

Never raise a false alarm Always finish the analysis within finite time



Software Testing: Impossible Triangle

- Real Bug | False Bug

Reported True Pos False Pos Soundness
(positive) (TP) (FP)
Never miss a real bug
Not Reported FalseNeg  True Neg
(negative) (FN) (TN)

Completeness Termination

Never raise a false alarm Always finish the analysis within finite time



Software Testing: Impossible Triangle

- Real Bug | False Bug

Reported True Pos False Pos
(positive) (TP) (FP)
Not Reported False Neg  True Neg
(negative) (FN) (TN)

Soundness | #FN=0

Never miss a real bug

#FP =0 | Completeness

Never raise a false alarm

Termination

Always finish the analysis within finite time



Software Testing: Impossible Triangle

. . The unit test cases might not be
Dyna mic Ana lyS|S° comprehensive enough. J
Unit Testing

- (assuming tests are correct) N : L

Fuzzing
- (assuming harness is real)

Termination

Completeness

Never raise a false alarm Always finish the analysis within finite time



Program - Line coverage: 5/5 (100%)

" _return balance * rate / months

Test 1

def test _short_term_interest():
assert calculate_interest(1000, 6) == pytest.approx(3.33)

Test 2

def test_long_term_interest():
assert calculate_interest (1000, 24) == pytest.approx(1000 x 0.03 / 24)

Test 3 (Assume that this test case is not there)




Software Testing: Impossible Triangle

Static Analysis:

Taint Analysis

- (assuming correct specs)
Abstract Interpretation

- (assuming correct domains)

Soundness

Never miss a real bug

Termination

Neverratsea-fatseatarm Always finish the analysis within finite time

May report an alarm for developer
confirmation, and that is rejected




Software Testing: Impossible Triangle

Formal Verification:

Halting Problem
- Isthe program terminating?
Functional Correctness Verification

- (assuming specs are correct)

Soundness

Never miss a real bug

Completeness

X S siawrithin fimitet

It may be impossible for a
verifier to terminate

Never raise a false alarm




Software Analysis

Static Analysis



Software Testing: Impossible Triangle

Static Analysis:

Taint Analysis

- (assuming correct specs)
Abstract Interpretation

- (assuming correct domains)

Soundness

Never miss a real bug

Termination

Neverratsea-fatseatarm Always finish the analysis within finite time

May report an alarm for developer
confirmation, and that is rejected




Control-Flow Graphs

* Premise:
* An abstract representation of imperative programs
 |llustrating how “control” (execution) flows through the code

* Agraph representation
 Summarizes the flow of control in all possible runs of the program

e Goal:

* Help all sorts of static analysis by providing the birds eye view



Control-Flow Graphs

: Entry :
s
y=1
X 1= 1

trmse

| [ exit ]

= Ul

I %
R |l




Control-Flow Graphs

Entry
Basic Block 1 ([ ‘ '“_“‘.
: X =5 :
: v 1: int x = 5;
oy =1 || int y = 1;
while (x != 1) A
1= 1 y = X *Y;
q ' ) X =X - 1;
trMse I3

Basic Blogk 2

o o ————

- o o o oS o o



Control-Flow Graphs

( Entry \
. {’____v____“\

Basic Block1(bb1): x =5 |
| | : bb1{ int x = 5;
Jy=1]: int y = 1;
yepepaps ety while (x !'= 1) {
rx | = 1j y = X * y;
. ] ) bb?2 X =X - 1;

trMse }

Basic Block 2 (bb2), [

o o ————

- o o o oS o o



Control-Flow Graphs: Traces

Entry bb int x = 5;
’i--wr--:\ int y = 1;
Basic Block 1 (bb1) {(~_~_ ¢ ]! cond {|while (x != 1) {
i\ . y = X % y;
! bb2 X =x - 1;
: Y = 1 ) 1
( x I=1 | Execution Trace
trMSe Entry 2 bb1 - cond
, Pttt it o - bb2 2 cond // (x==5)
|
Basic Block2 [pb2), X %y :[ exit ] > bb2 > cond // (x == 4)
| B > bb2 > cond // (x == 3)
: ] > bb2 > cond // (x == 2)
| x -1 |
——— /) - bb2 2 cond // (x==1)
- exit




Dataflow Analysis

* Building on control-flow analysis
* Abstracts away control-flow conditions

* Considers all paths possible in actual runs (
* Including paths that are never realizable (



Abstracting Control-Flow Graphs

Entry bb1{ int x = 5;
RSEEE -, int y = 1;
Basic Block 1 (bb1) (x =5 | cond {|while (x '= 1) {
| : y = X X y;
: : bb2 X = x -1
|y =1 | }
x =1 |
trMse

Basic Block 2 (bb2), [

—— e ———

_______________




Abstracting Control-Flow Graphs

Entry bb1{ int x = 5;
RSEEE -, int y = 1;
Basic Block 1 (bb1) (x =5 | cond {|while (x '= 1) {
I : Yy = X XY,
: : bb2 X = x -1
Ly=1/ s
trMse

Basic Block 2 (bb2), [

—— e ———

_______________




Abstracting Control-Flow Graphs

! Entry | bb1{ int x = 5;
SR int y = 1;

Basic Block 1 (bb1) {(~_~_ ¢ ]! cond {|while (x !'= 1) {
: ) oy =X % y;
| . | hb2 < | X = x — 1;
L b

v 1= 1 x ] iNon-deterministic

trmse Potential Traces
___________ 3 Entry = bb1 = cond = bb2 = cond = exit

Basic Block 2 (bb2)

|
|
. i Entry 2 bb1 - cond = exit

o o ————

- o o o o S — o o



Modern Dataflow Analyses

- Check memory safety - Temporal safety properties
(integer overflows, buffer overruns, ...) (APls of protocols, libraries, ...)
- Check information flow - Concurrency safety properties

(Sensitive data leak, code injection, ...) (dataraces, deadlocks, ...)



Reaching Definitions Analysis

e Goal:

* Determine whether a program
point containing a piece of data
(definition of a variable) can flow to
another program point

* Reduced to...
* Path finding problem in a graph
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point containing a piece of data
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Reaching Definitions Analysis

e Goal:

* Determine whether a program
point containing a piece of data
(definition of a variable) can flow to
another program point

* Reduced to...

* Path finding problem in a graph

* Example:

e Does information defined in P1
flow to P27




Reaching Definitions Analysis: Quiz

Basic Block 1 (bb1) | [

Basic Block 2 (bb2), [

—— e ———

Entry
{"_"w'_"‘\l
: X =5 |
ly=1]

x I=1 ]

_______________

e Does information defined in P1
flow to P27



Reaching Definitions Analysis: Quiz

: Entry * Does information defined in P1
_ R e flow to P2?
Basic Block 1 (bb1) : ( x = 5 ) |
| | l YES
[y=1]
x =1 ]

true alse
Basic Block 2 (bb2) Yy = X xy Xit

- o o o o S — o o

o o ————




Reaching Definitions Analysis: Quiz

Basic Block 1 (bb1)

Entry
{"_"w'_"‘\
'l x =5 |,
| |
| \ 4 I
| |
ly=1|!
A E—— ]

x =1

true false
Basic Block 2 (bb2) Yy = X xy ' it

o o ————

- o o o o S — o o

e Does information defined in P1
flow to P27



Reaching Definitions Analysis: Quiz

e Does information defined in P1
flow to P27

NO




Reaching Definitions Analysis: Quiz

Basic Block 1 (bb1)

Entry
X =5
y =1

— o o —

Basic Block 2 (bb2), [

o o ————

e Does information defined in P1
flow to P27



Reaching Definitions Analysis: Quiz

Basic Block 1 (bb1)

Entry \
X =5 |,
y =1 |

Basic Block 2 (bb2), [

o o ————

e Does information defined in P1
flow to P27

YES



How to Compute Reaching Definitions?

* For each node n, we denote
* IN(n) =nodes which canreachn
* OUT(n) =nodes which can go beyond n

* Dataflow analysis computes IN(n)
and OUT(n) for each node

* Chaotic lteration:
* Starting from them being empty
* Repeat operations to populate them
* Until the two sets stop changing




How to Compute Reaching Definitions?

Entry * For each node n, we denote
* IN(n) =nodes which canreachn
* OUT(n) =nodes which can go beyond n

* Dataflow analysis computes IN(n)
and OUT(n) for each node

* Chaotic lteration:
* Starting from them being empty
* Repeat operations to populate them
* Until the two sets stop changing




How to Compute?

nl n2 n3

IN(n) = U OUT(m) \l/
mepredecessors(n)

n

IN(n) = OUT(n,) U OUT(n,) U OUT(n3)



How to Compute? Flow-out

OUT(n) = (IN(n) — KILL(n)) U GEN(n)

GEN(n) = {(y,n)}
KILL(n) = {(y,5)}
GEN(n) = {3
KILL(n) =

IN(n)

G

OUT(n)



Chaotic Iteration for Dataflow Analysis

« for (each node n in control-flow graph): En’Iry
* IN(n) = {} =
* OUT(n) = {}

* GEN(n) = {(v,n)}ifnisanassignmentelse {}
* repeat:
* for (each node n):
* IN(n) = flow-in(n)
* OUT(n) = flow-out(n)
* untilall the IN(n) and OUT(n) stops changing




Chaotic Iteration for Dataflow Analysis

« for (each node n in control-flow graph): Entry
* IN() = {3 o
« OUT(n) = {} I
* GEN(n) = {(v,n)}ifnisanassignmentelse {} y =1
* repeat: |

* for (each node n):
* IN(n) = flow-in(n)
* OUT(n) = flow-out(n)
* untilall the IN(n) and OUT(n) stops changing

Question: Does it always terminate?




Chaotic Iteration for Dataflow Analysis

« for (each node n in control-flow graph): Entry
* IN() = {3 o
« OUT(n) = {} I
* GEN(n) = {(v,n)}ifnisanassignmentelse {} y =1
* repeat: |

* for (each node n):
* IN(n) = flow-in(n)
* OUT(n) = flow-out(n)
* untilall the IN(n) and OUT(n) stops changing

Question: Does it always terminate?

Answer: Yes!



More Complicated Dataflow Analysis

* Question: Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
y = 10
|
y >0

Me

y =y -1 return x /vy



More Complicated Dataflow Analysis

* Question: Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
* Answer: y j 10
* We can tag the nodes with additional y > 0
information such as
tru false

y =y -1 return x /vy
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More Complicated Dataflow Analysis

* Question: Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
* Answer: y j 10
* We can tag the nodes with additional y > 0
information such as
tru false

y =y -1 return x /vy



More Complicated Dataflow Analysis

* Question:

Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
* Answer: Y j 10
* We can tag the nodes with additional y > 0
information such as
tru false
y =y -1 return x /vy

Question: At the end of analysis, for this node,
can y be tagged with abstract domain {+, 0, —}?



More Complicated Dataflow Analysis

* Question: Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
* Answer: y j 10
* We can tag the nodes with additional y > 0
information such as
tru false

y =y -1 return x /vy



Arithmetic of Abstract Domains

{+}+{+} -
{(+} - {+} - Specialization: {+} —1 -
{+}={+} -

{(+}+{0} -
{(+} -{0} -
{+}+{0} -

{+}+{-} - Specialization: {+} + (—1) —
+}1-{-}-
{+}={-}-



More Complicated Dataflow Analysis

* Question:

Entry
* With Dataflow analysis, can we tell ]
whether there could be a divide-by- X = 3
zero vulnerability? |
* Answer: Y j 10
* We can tag the nodes with additional y > 0
information such as
tru false
y =y -1 return x /vy

Sincey is tagged with abstract domain 0, there
a potential !



More Complicated Dataflow Analysis: Sensitivity

* Question:

* With Dataflow analysis, can we tell
whether there could be a divide-by-
zero vulnerability?

e Answer:

* We can tag the nodes with additional
information such as abstract domains

(v, {+,0})

Abstract Domain: {+, 0, —}

false

[return X / y]




More Complicated Dataflow Analysis: Sensitivity

* Question: Entry
* With Dataflow analysis, can we tell |
whether there could be a divide-by- i+ | x =3
zero vulnerability? I

* Answer: o)y = 19

* We can tag the nodes with additional
information such as abstract domains

] (v, {+,0})
trus—" Nfalse (1 (+,0))

y -1 [returnx/y]

(v, {+,0})

Abstract Domain: {+, 0, —}

(x,{+,0})




More Complicated Dataflow Analysis: Sensitivity

* Question:

* With Dataflow analysis, can we tell
whether there could be a divide-by-

zero vulnerability?

e Answer:

* We can tag the nodes with additional
information such as abstract domains

Abstract Domain: {+, 0, —}

(v, {+,0})

(x,{+,0})

] v, {+,0})
false  (x {+,0})

[return X / y]

Question: The analysis suggests that there is a
potential div-by-zero. Butis itreal?




More Complicated Dataflow Analysis: Sensitivity

* Question:

* With Dataflow analysis, can we tell
whether ther | lvide-

Dataflow Analysis with {4, 0, —} abstract domains
reported a false positive div-by-zero alarms.

* We can tag the nodes with additional
information such as abstract domains

(v, {+,0})

Abstract Domain: {+, 0, —}

(x,{+,0})

Entry \
) | x =3
WA+ |y =10

X >0 ]
v, {+,0})
tru false  (x {+,0})
y =y -1 [return X / y]

Question: The analysis suggests that there is a
potential div-by-zero. Butisitreal? NO




Software Testing: Impossible Triangle

Static Analysis:

Taint Analysis

- (assuming correct specs)
Abstract Interpretation

- (assuming correct domains)

Soundness

Never miss a real bug

Termination

Neverratsea-fatseatarm Always finish the analysis within finite time

May report an alarm for developer
confirmation, and that is rejected




Software Testing: Impossible Triangle

Static Analysis:

Taint Analysis

- (assuming correct specs)
Abstract Interpretation

- (assuming correct domains)

Soundness

Never miss a real bug

Termination

Neverratsea-fatseatarm Always finish the analysis within finite time

Dataflow Analysis & Abstract Domain generalizes to
entire space of input, but loses precision




Dataflow Analysis in Real Life:



Dataflow Analysis in Real Life: Taint Analysis

e E e e e e = = = = —
r N\

| Factory CLocalS3 . java)

s N\

/| XMLInputFactory input =
: new WstxInputFactory(); ..
.| XmlMapper xmlMapper =
: new XmlMapper (

: new XmlFactory(input, ..));
: serviceFactory.register(

E XmlMapper.class,

! () -> xmlMapper);

class CreateBucketController .. {
'blic void handle(
HttpRequest req, HttpResponse res
) throws Exception {
InputStream inputStream =
Inew ByteBqunput...éreq.getBody()b

@ Sink C CreateBucketController. java )

xmlMapper = serviceFactory
.getInstance(XmlMapper.class);
CreateBucketConf conf =
xmlMapper .readValue(
‘a}nputStream, CreateBucketConf.class);

J

\
|
1
1
I
|
|
|
|
|
|
|
|
|
|
|
|
|
1
1
I
|
|

GitHub Advisory Database / GitHub Reviewed / CVE-2025-27136

LocalS3 CreateBucketConfiguration Endpoint XML External Entity (XXE) Injection
GitHub Reviewed ' Published on Mar 8 in Robothy/local-s3 - Updated on Mar 14

Steps to Reproduce

1. Create an XML document that includes an external entity declaration pointing to the internal target:

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE test [ <!ENTITY xxe SYSTEM "http://internal-web/flag.txt"> 1>

<CreateBucketConfiguration>
<LocationConstraint>&xxe;</LocationConstraint>

</CreateBucketConfiguration>

2. Send a PUT request to create a new bucket with this configuration:

curl -X PUT http://app/test-bucket-2 -H 'Content-Type: application/xml' -d @payload.xml
3. Retrieve the bucket location to see the resolved entity content:

curl http://app/test-bucket-2/?location

When these steps are executed, the server processes the XML, resolves the external entity by making a request to the internal URL,
and includes the response in the bucket's location constraint. The attacker can then retrieve this information through the bucket
location endpoint.




Dataflow Analysis in Real Life: Taint Analysis

\

| Factory CLocalS3. java)'

e N

/| XMLInputFactory input =
® Goal: i new WstxInputFactory(); ..
1| XmlMapper xmlMapper =
: new XmlMapper (
i new XmlFactory(input, ..));

serviceFactory.register(

* See how a program point with “tainted
iInformation” may flow through the code Xalhapper . class,
-> xmlMapper) ;

* How is it “Manifested” into a real vulnerability R )

/| class CreateBucketController .. {

| blic void handle(

: HttpRequest req, HttpResponse res
'| ) throws Exception {

! InputStream inputStream =

! new ByteBqunput...(greq.getBody())

________________________________________

______________________________________________

@ Sink ( CreateBucketController.java )

xmlMapper = serviceFactory E
.getInstance(XmlMapper.class); ...

CreateBucketConf conf = !
xmlMapper.readValue( !
‘ainputStream, CreateBucketConf.class);

e e e e = = = = =
r N\

CVE-2025-27136



Dataflow Analysis in Real Life: Taint Analysis

e Goal:

* See how a program point with “tainted
iInformation” may flow through the code

* Howis it “Manifested” into a real vulnerability

* Taint Specification:

* Source: the HitpRequest parameterto a
handle function of a Java Servlet

e Sink: the readValue function of XmlMapper

4

i1 Factory ('Locals3. java )

/| XMLInputFactory input =
new WstxInputFactory(); ..
.| XmlMapper xmlMapper =
' new XmlMapper (

new XmlFactory(input,
| serviceFactory.register(
XmlMapper.class,
() -> xmlMapper);

-));

\
|
I

____________________________________

E P Source CCreateBucketController.java)

/| class CreateBucketController .. {
blic void handle(
HttpRequest req, HttpResponse res
) throws Exception {
InputStream inputStream =
new ByteBqunput...(greq.getBody())

________________________________________

1
|
|
I

______________________________________________

(
'@ Sink CCreateBucketCont roller.java )i
1, 1

.| xmlMapper = serviceFactory
.getInstance(XmlMapper.class); ...

|| CreateBucketConf conf =

xmlMapper.readValue(

‘ainputStream, CreateBucketConf.class);

CVE-2025-27136




Dataflow Analysis in Real Life:

IRIS: LLM-ASSISTED STATIC ANALYSIS FOR
DETECTING SECURITY VULNERABILITIES

Ziyang Li Saikat Dutta Mayur Naik
University of Pennsylvania Cornell University University of Pennsylvania
liby99@cis.upenn.edu saikatd@cornell.edu mhnaik@cis.upenn.edu



Dataflow Analysis in Real Life: Taint Analysis

@ cronutils/parser/CronParser.java

/** Parse string with cron ex(3)ssion. ... */

IRIS: T.T. M-ASSISTED STATIC ANATYSIS FOR
D [E) cronutils/validation/CronValidator.java

@override

public lean isValid( /

Z
U
1

String—Vvalue, ConstraintValidatorContext context) {

try { (2)

cronParser.parsetvalue).validgsY); // ...

} catch (IllegalArgumentExceptionhe)
context g;?
.buildConstraintViolationWithTemplatet{e.getMessage())
.addConstraintViolation(); // ...

\

\
\

public Cron parse(final String expression) {
try { /* ... */ } catch {
throw new IllegalArgumentException(
ing.format("Failed to parse '%s'. %s",
expression, e.getMessage()), e);

Figure 2: An example of Code Injection (CWE-94) vulnerability found in cron-utils (CVE-2021-
41269) that CodeQL fails to detect. We number the program points of the vulnerable path.




Dataflow Analysis in Real Life: Taint Analysis

IRIS: LLM-ASSISTED STATIC ANALYSIS FOR

DETECT @ cronutils/validation/CronValidator.java @ cronutils/parser/CronParser.java
@override /** Parse string with cron ex(3)ssion. ... */
public lean isValid( /| public Cron parse(final String éxpression) {
Ziyang Li Strin alue, ConstraintValidatorContext context) { ,/ try { /* ... */ } catch {

. . try { (2) A throw new IllegalArgumentException(
[JDIVGISIQV()f | cronParser .parseétvalue).validazY); // ... | <:>ing_format("Failed to parse '%s'. %s",
liby99@ci } catch (IllegalArgumentExceptioh—e) { ‘\\ expression, e.getMessage()), e);

context | }
.buildConstraintViolationWithTemplaé;;%.getMessage()) A}

.addConstraintViolation(); // ...

Figure 2: An example of Code Injection (CWE-94) vulnerability found in cron-utils (CVE-2021-
41269) that CodeQL fails to detect. We number the program points of the vulnerable path.

Taint Specification:
Source: the value parameter to the isValue function of a CronValidator
Sink: the buildConstraintViolationWithTemplate function of ConstraintValidatorContext



Dataflow Analysis in Real Life:

* Where are those taint specifications coming from?



Dataflow Analysis in Real Life: Taint Analysis

* Where are those taint specifications coming from?

0 ¥ main ~ codeql/java/ql/lib/ext/ & Q Go to file t Add filev -
ﬁ IdrissRio Merge pull request #20339 from github/idrissrio/scoped-values @ b89b68d - last month ) History
Name Last commit message Last commit date
M0 experimental Java: Move non-experimental models out of the experimental folder. 11 months ago
M0 generated Java: Re-generate JDK 17 models. last year
[ android.app.model.yml Address review comments - add barrierin and fix a model for a Pending... last year
[ android.content.model.yml Java: update intent-start sink kind to intent-redirection 2 years ago
[ android.database.model.yml Java: update sql sink kind to sql-injection 2 years ago
[ android.database.sglite.model.yml Java: Update models. 2 years ago
[ android.net.model.yml Java: Replace Argument[-1] with Argument[this]. 2 years ago
[ android.os.model.yml Add sinks for android.os.ParcelFileDescriptor last year
[ android.support.v4.app.model.yml Java: Make the corresponding rename in all the data extensions. 3 years ago
[ android.util. nodel.yml Java: update logging sink kind to log-injection 2 years ago
[ android.webkit.model.yml Java: Add support for Kotlin's apply to java/android/unsafe-android-w... 2 years ago
[ android.widget.model.yml Java: switch 'android-widget' source kind to 'remote’ 2 years ago
[ androidx.core.app.model.yml Reorder sink models last year
[ androidx.fragment.app.modelyml Java: Make the corresponding rename in all the data extensions. 3 years ago
[ androidx.slice.builders.model.yml Java: Replace Argument[-1] with Argument[this]. 2 years ago
[ androidx.slice.model.yml Java: update pending-intent-sent sink kind to pending-intents 2 years ago




Dataflow Analysis in Real Life: Taint Analysis

* Where are those taint specifications coming from?

B0 % main -+  codeqgl/java/ql/lib/ext/ @ Q Gotofile t Add file ~

# 1drissRio Merge pull request #20339 from githubfidrissriofscoped-values @ v b89b68d - last month ) History

...

woermes | []] |} main ~ codeql /java /gl / lib / ext / javax.validation.model.yml (3
B generated

[ android.app.mo
Z::d'b' 4& michaelnebel Java: Make the corresponding rename in all the data extensions.
D andrmd:delabas:
[ android.net.mod
B android.os.mode Code Blame 11 lines (11 loc) - 440 Bytes - @
[ android.support

[ android.util.mod|

0 sndroidmabic 1 extensions:
D androidwidget. 2 — addsTo:
B =ndoicxcorea 3 pack: codeql/java-all
E::::Zt 4 extensible: sourceModel
[ androidx.slice.m; 5 d a t a:
6 - ["javax.validation", "ConstraintValidator", True, "isValid", "", "", "Parameter[0]", "remote", "manual"]
7 - addsTo:
8 pack: codegl/java-all
9 extensible: sinkModel
10 data:
11 - ["javax.validation", "ConstraintValidatorContext", True, "buildConstraintViolationWithTemplate", "", "", "Argument[@]", "bean-validation", "manual"]




[0 ¥ main ~

codeql /java/ql/lib/ext/ (&

4 1drissRio Merge pull request #20339 from githubjidrissrio/scoped-values @ v

Name

Q Gotofile

t Add file ~

b89b68d - ast month D) History

(3

B experimental
M generated

[ android.app.mod
[ android.content.
[ android.databas:
[3 android.databast
[ android.net.mod
[ android.os.mod¢
[ android.support.

[ android.util.mod;

D

[0 ¥ main ~

codeq|l /java / gl / lib / ext / javax.validation.model.yml (0

@ michaelnebel Java: Make the corresponding rename in all the data extensions.

Code

ESocwovooaswner

B e

Blam

ext

[ android.widget.model.ym!

[ androidx.core.app.model.ym|

[ androidx.fragment.app.modelym|

[ androidx.slice.builders.model.yml

[3 androidx.slice.modelym!

Bl ¥ main ~ codeql /java/ql/lib / ext/java.io.model.yml &}

Jami Cogswell and Jami Cogswell Java: use AdditionalTaintStep X

Code Blame @ 164 lines (164 loc)

1 extensions:

2 — addsTo:

3 pack: codegl/java-all
4 extensible: sinkModel
5 data:

6 - ["java.io", "File",
7 - ["java.io", "File",
8 - ["java.io", "File",
9 - ["java.io", "File",
10 - ["java.io", "File",
11 - ["java.io", "File",
12 - ["java.io", "File",
13 - ["java.io", "File",
14 - ["java.io", "File",
15 - ["java.io", "File",
16 - ["java.io", "File",
17 - ["java.io", "File",
18 - ["java.io", "File",

16.2 KB - @)

True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,

"canExecute", "()", "", "Argument[this]", "path-injection", "manual"]
"canRead", "()", "", "Argument[this]", "path-injection", "manual"]
"canWrite", "()", "", "Argument[this]", "path-injection", "manual"]
"createNewFile", "()", "", "Argument[this]", "path-injection", "ai-manual"]
"createTempFile", "(String,String,File)", "", "Argument[2]", "path-injection", "ai-manual"]
"delete", "()", "", "Argument[this]", "path-injection", "manual"]
"deleteOnExit", "()", "", "Argument[this]", "path-injection", "manual"]
"exists", "()", "", "Argument[this]", "path-injection", "manual"]
"isDirectory", "()", "", "Argument[this]", "path-injection", "manual"]
"isFile", "()", "", "Argument[this]", "path-injection", "manual"]
"isHidden", "()", "", "Argument[this]", "path-injection", "manual"]
"mkdir", "()", "", "Argument[this]", "path-injection", "manual"]

"mkdirs", "()", "", "Argument[this]", "path-injection", "manual"]




[0 ¥ main ~ codeql/java/ql/lib/ext/ (&

4 1drissRio Merge pull request #20339 from githubjidrissrio/scoped-values @ v

Name

Q Gotofile

t Add file ~

b89b68d - last month D History

it dats

.. [0 ¥ main ~
B experimental

B generated

codeq|l /java / gl / lib / ext / javax.validation.model.yml (0

Q michaelnebel Java: Make the corresponding rename in all the data extensions.

[ android.app.mod
Code  Blam)

[ android.content,

ext
[ android.databas:

[3 android.databast
[ android.net.mod|

[ android.os.mod¢

[ android.support)

ESowovoasowne

[ android.util.mod;

D

B e

[@ android.widget.model.ym!

[ androidx.core.app.model.ym|

[ androidx.fragment.app.modelym|
[ androidx.slice.builders.model.yml

[3 androidx.slice.modelym!

bD ¥ main ~

Jami CoJ cw :

Home > CWE List > CWE-22: Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') (4.18)

Code

O 00 N OO BN P

e s e =
© N O O WN PO

codeql/java/ql/lib / ext / java.io.model.yml (O

Bla

ex

CWE-22: Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal')

Common Weakness Enumeration

A community-developed list of SW & HW weaknesses that can become vulnerabilities

Weakness ID: 22
Vulnerability Mapping: ALLOWED
Abstraction: Base

data:

["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",
["java.io",

"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",
"File",

True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,
True,

"canExecute", "()", "", "Argument[thI "path-injection", "manual"]

"canRead", "()", "", "Argument[this]", "path=injection", "manual"]
3 1ll]

ai-manual"]

"canWrite", "()", "", "Argument[thisI", "pa
"createNewFile", "()", "", "Argument[this]"
"createTempFile", "(String,String,File)", "
"delete", "()", "", "Argument[this]", "path-injection", "manual"]

th-injection",

"deleteOnExit", "()", "", "Argument[this]", "path-injection", "manual"]
"exists", "()", "", "Argument[this]", "path-injection", "manual"]
"isDirectory", "()", "", "Argument[this]", "path-injection", "manual"]
"isFile", "()", "", "Argument[this]", "path-injection", "manual"]
"isHidden", "()", "", "Argument[this]", "path-injection", "manual"]
"mkdir", "()", "", "Argument[this]", "path-injection", "manual"]
"mkdirs", "()", "", "Argument[this]", "path-injection", "manual"]

"ai-manual"]




Dataflow Analysis in Real Life: CodeQL

O GItHub Docs Repository License Security Lab

CodeQL

Discover vulnerabilities across a codebase with CodeQL, our
industry-leading semantic code analysis engine. CodeQL lets
you query code as though it were data. Write a query to find all
variants of a vulnerability, eradicating it forever. Then share
your query to help others do the same.

CodeQL is free for research and open source.

UnsafeDeserialization.qgl

import TaintTracking::Global<UnsafeDeserializationConfig>
from PathNode source, PathNode sink
where flowPath(source, sink)

select sink.getNode().(UnsafeDeserializationSink).getMethodAccess(), source, sink,
"Unsafe deserialization of $@.", source.getNode(), "user input"




1 /*%
Da-' 2 * ®name Uncontrolled data used in path expression
3 * @description Accessing paths influenced by users can allow an attacker to access un
4 * @kind path-problem
5 * @problem.severity error

6 % @security-severity 7.5

7 * @precision high

8 % @id java/path-injection

9 * @tags security

10 * external/cwe/cwe-022

11 * external/cwe/cwe-023

12 * external/cwe/cwe-036

13 * external/cwe/cwe-073

14 */

15

16 import java
vnsaft 17 import semmle.code.java.security.TaintedPathQuery
el 18 import TaintedPathFlow: :PathGraph
from 19
" 2 from TaintedPathFlow: :PathNode source, TaintedPathFlow::PathNode sink
%Eﬁ 21 where TaintedPathFlow::flowPath(source, sink)

22 select sink.getNode(), source, sink, "This path depends on a $@.", source.getNode(),

23 "user—-provided value"

https://github.com/github/codegl/blob/main/java/ql/src/Security/ CWE/CWE-022/TaintedPath.ql



https://github.com/github/codeql/blob/main/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql
https://github.com/github/codeql/blob/main/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql
https://github.com/github/codeql/blob/main/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql
https://github.com/github/codeql/blob/main/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql

Dataflow Analysis in Real Life:

* Question:
* When we have a programming language for static analysis...
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IRIS: LLM-ASSISTED STATIC ANALYSIS FOR
DETECTING SECURITY VULNERABILITIES
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University of Pennsylvania Cornell University University of Pennsylvania
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IRIS: LLM-ASSISTED STATIC ANALYSIS FOR

Section 3.4
Static Taint Analysis

H

Section 3.5
Contextual Analysis

!

Section 3.2 Section 3.3
Candidate Extractor Label Source/Sinks

v/ : _

U = External APl Candidates = API Labels

1 package class method type target
java.io ObjectInputStream readObject — source return-value
javax.va.. ConstraintValida.. buildConstra.. sink argument[@]
= Internal Function Param Candidates = Function Param Labels
class method documentation type target
FieldExpression accept “Accept a visitor.." > source parameter([0]
CronParser parse “Parse string..” sink parameter[0]

< Data-Flow Path

boolean isValid(
String value, ..) {
Cron parse(
String expr) {

throw new IllegalA..

context.buildConstra
intViolationWith
Template(e.get..())

0 - = —0— —

/A Vulnerability Analysis

@ 1Is Vulnerable: The
source is user input being
parsed and validated,
which can lead to an
exception with a controlled
message. The sink is using
the exception message in a
context that could
potentially be used for
execution, satisfying the
criteria for a Code Injection
vulnerability (CWE-094).




Published as a conference paper at ICLR 2025

IE

'_l

Candidate Fxtractor

= External A
package cl

java.io Ob

javax.va.. Co

= Internal Fu

FieldExpressi

CronParser

Section 3.2

[E) user Prompt

Section 3.3
F+‘ L .

Section 3.4

CWE Information

Analyze the following dataflow path in a Java&project and
predict whether it contains a Code-Injection vulnerability
(CWE-094), or a relevant vulnerability. Please note that

injection of malicious expression might lead to arbitrary

code execution as well.

Source (expression : String):

Context surrounding

the source

public class CronParser {

public Cron parse(String expression)

Preconditions.checkNotNull(expr
} o}
Steps:

{ // — SOURCE

Marking the exact source

location in comment

- Step 1 [CronParser.java]: String rep =

expr.replace(...);
S

| Intermediate Steps |

Sink (getMessage(...)):

public class CronValidator implements ConstraintValidator {

public boolean isValid(String value,

o)A

} catch (IllegalArgt

Context surrounding
the sink

ctx.disableDefaultCo

intViolation();

ctx.build..(e.getMessage()).addCo..(); // « SINK\—

return false;

Yoo 3}

Marking the exact sink
location in comment

Large Language Model (zero-shot)

Section 3.5 W

[E) LLM ISON Response (GPT-4)

{

}

"explanation": "The source is user

input being parsed and validated,
which is a common entry point for
tainted data. The sink is an error
message being used in a way that
could potentially be executed by
downstream code, fitting the
criteria for a CWE-094 vulnerability
if the error message is mishandled.
However, without evidence of the
error message being executed, it's
speculative to confirm vulnerability
solely based on this dataflow.",

"source_is_false_positive": false,
"sink_is_false_positive": false,
"is_vulnerable": true
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Section 3.2 Section 3.3 \ Section 3.4 Section 3.5
i e s : ILahal i i i alysis Contextual Analysis
= [E) user Prompt
II - E Analyze the following dataflow path in a Java~project and @ LLM JSON Response (GPT-4)
pack predict whether it contains a Code-Injection vulnerability ath /!\ Vulnerability Analysis

faje
D ¢ =«< Table 1: Overall performance comparison of CodeQL vs IRIS on Detection Rate (1), Average FDR
jaa (), and Average F1 (1). We present results of IRIS with LLMs including GPT-4 and GPT-3.5, L3

7 (= 1 8B and 70B, Q2.5C 32B, G2 27B, and DSC 7B.
U clas Stggzp

1 e Spﬁl Method | #Detected (/120) Detection Rate (%) Avg FDR (%) Avg F1 Score
crof ] CodeQL | 27 22.50 90.03 0.076
GPT-4 55 (1 28) 45.83 (1 23.33) 84.82(] 5.21) 0.177 (1 0.101)
GPT-3.5 47 (1 20) 39.17 (1 16.67)  90.42 (1 0.39)  0.096 (1 0.020)
L3 8B 41 (1 14) 34.17 (1 11.67)  95.55 (1 5.52)  0.058 (| 0.018)
IRIS+ L370B 54 (1 27) 45.00 (1 22.50)  90.96 (1 0.93) 0.113 (1 0.037)
Q2.5C 32B 47 (1 20) 39.17 (1 16.67)  92.38 (1 2.35)  0.097 (1 0.021)
G2 27B 45 (1 18) 37.50 (+ 15.00)  91.23(+ 1.20)  0.100 (1 0.024)
DSC 7B 52 (1 25) 43.33 (1 20.83)  95.40 (1 5.37)  0.062 (] 0.014)




Software Testing: Impossible Triangle

Static Analysis:

Taint Analysis Soundness

- (assuming correc.t specs) m Never miss a real bug
Abstract Interpretation T

- (assuming correct do

Realistically, there is no “completely}

L correct” specifications

Neveﬁaﬁ,e—a—fatse—aﬁrmd

Dataflow Analysis & Abstract Domain generalizes to
entire space of input, but loses precision

Termination

Always finish the analysis within finite time




| %¢ Vuln Patch ('Locals3. java:124-125 )| '€y Sanitizer Query ( xm1_xxe_cve_2025_27136 .ql)i
|| + input.setProperty(SUPPORT_DTD, false); | E class XmlXxeSanitizer extends DataFlow::Node { XmlXxeSanitizer() { :
- | : exists(MethodCall setPropCall | l
P | setPropCall.getMethod().hasQName("...", "...", "setProperty") and :
\ E“ LocalS3.iava ) : exists(Field f | setPropCall.getArgument(@) = f.getAnAccess() and
. :?ﬂ:FaCtory C' d ‘?: : f.hasName("SUPPORT_DTD") and ... ) and :
\ | XMLInputFactory ERBUE = ' | exists(Field f | setPropCall.getArgument(1) = f.getAnAccess() and |
S neprsthnpuiFacgory()' N | l f.hasName("false") and ... ) and ... ) } } // 12 lines omitted..
\’ XmlMapper xmlMapper = 4 T ——————---------------- - - - - - - ------- - - == === ==============- .
new XmlMapper ( P . L e TTTTTTTTTTTTTTTTTTTTTTTTTTTm T e e e e e e e =
new XmlFactory(iRput, .)): | <, Taint Steps <xm1_xxe_cve_2025_271 36.q1>

predicate serviceRegisterFlowStep(DataFlow::Node n1, DataFlow::Node n2) {

Xm1M .class, |
WSk (ol Pl : exists(MethodCall register, VarAccess xmlMapperVar |

() -> xmlMapper);

I

1

|

I 0 0

! serviceFactory.register(
|

register.getMethod().hasName("register") and

S - register.getMethod().getDeclType().hasQName("...", "ServiceFactory") and
"B Qoo (et 1 ' exists(LambdaExpr lambda | lambda.getExprBody() = xmlMapperVar and ...)
:' Source ( CreateBucketController.java }: \ ) or ..} // 4@ lines omitted for other additional taint steps..
| class CreateBucketController .. { ) T
: ublic void handle |2 0 l
i thtpRequest 9 IEIttpResponse res ! E/i <, Source Query (xml_xxe_cve_2025_27136.ql>:
i )Ithr:gi ExcePtlozsi ~ e i class HttpRequestSource extends DataFlow::Node { HttpRequestSource() { }
| SE 5 ;egmf;nput sedil o e | exists(MethodCall getBodyCall | this.asExpr() = getBodyCall |
: ]new yteBufInput..(req.getBo Y()b LB ! getBodyCall.getMethod() .hasName("getBody") and l
R ] E ! getBodyCall.getQualifier().getType().hasQName("...", "HttpRequest") and
l(dmaﬂmﬂpahof6no¢5) \\\\\\\\\\\i ) or .} } // 9 lines omitted for other types of sources |
\/ 1 :
' @ Sink ( CreateBucketController.java )E y Sink Query (xml_xxe_cve_2025_27136.q1>

xmlMapper = serviceFactory
.getInstance(XmlMapper.class); ...

I class XmlParsingXxeSink extends DataFlow::Node { XmlParsingXxeSink() {
CreateBucketConf conf = E

exists(MethodCall call | this.asExpr() = call.getArgument(®) and
call.getMethod().hasName("readValue") and
call.getMethod().getDeclType().hasQName("...", "XmlMapper")
}} // 6 lines omitted..

xmlMapper.readValue(
inputStream, CreateBucketConf.class);

______________________________________________
___________________________________________________________________________________
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Figure 2: The workflow of MoCQ.
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Automated Static Vulnerability Detection via a Holistic

Neunro-evmhaolic Annroach
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Task

Description \

Tool
Documentations

Table 1: New vulnerabilities discovered by MoCQ.

Tool
Implementations

DSL EXTRACT

Project Vul. Type Experts’ MoCQ  Status

forkcms [42] PHP SQLi v v Reported
SyliusCmsPlugin [39] PHP XSS X v Reported
parse-static-imports [43] JS Cmd. X v Acknowledged
es2015-proxy [41] JS Proto. X v Acknowledged
web-worker [45] JS Proto. v v Reported
koa-send [46] JS Proto. v v Acknowledged
content-type [40] JS Proto. X v Reported




Software Testing: Impossible Triangle

Soundness

Never miss a real bug

Completeness Termination

Never raise a false alarm Always finish the analysis within finite time



Logistics — Week 9

* Assignment 3: Coding LLM Agents
* https://github.com/machine-programming/assignment-3
* Fully functional web-app agent. Due: Oct 23 (Thu)

* Forming groups for your final projects!
* Form a group of 2-3 before This Thursday (©et13-Oct 23)


https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3
https://github.com/machine-programming/assignment-3

