
Machine Programming
Lecture 17 – LLM for Software Security



Logistics – Week 10

• Oral Presentations
• Emails are being sending out; plans established

• Final Projects
• Final project proposal: 1 page PDF (due on Sunday)
• Submit on GradeScope
• Send email to the instructor questions



Module 3: Overview
Behavioral Specification
- What should the program do?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Syntax/Semantics/Functional correctness
2. Comprehensive test coverage
3. Has no security flaw
4. Optimized for runtime speed
5. …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Fixed

General Purpose Programming Language
Python / Java / C / Rust / …

Domain Specific Languages
SQL / LEAN / ROCQ / DATALOG / PDDL / …



Software Analysis
Vulnerability Detection, Analysis, and Exploitation



Forms of Software Analysis

Static Analysis Dynamic Analysis

Examine code without concrete execution Observes program behavior while executing

- Dataflow analysis
- Taint analysis
- Abstract interpretation
- Symbolic execution
- …

- Unit testing
- Fuzzing
- Property-based testing
- Penetration testing
- …



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Dynamic Analysis:
Unit Testing 
- (assuming tests are correct)
Fuzzing 
- (assuming harness is real)

The unit test cases might not be 
comprehensive enough.



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Static Analysis:
Taint Analysis 
- (assuming correct specs)
Abstract Interpretation 
- (assuming correct domains)

May report an alarm for developer 
confirmation, and that is rejected
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Vulnerability Detection (Cont.)

• To be able to detect software vulnerabilities, one first need to 
understand vulnerabilities:

…



Path Traversal (CWE-22)



import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}
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Path Traversal: Key Takeaway

• Analysis of Path Traversal (CWE-22)
• Insufficient check (sanitization) allows access to sensitive information (e.g., information leak)
• Variants: allows attacker to create files at dangerous locations (e.g., inject a script at a place 

like /usr/local/bin which can be executed later)

• Defense against Path Traversal (CWE-22)
• Code should be structured to “resolve” and “normalize” paths
• Just checking “..” is insufficient or may reject benign input

• Detection of Path Traversal (CWE-22)
• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation
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  {
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    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
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Path Traversal: Detection

• Tainted input: malicious file paths
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• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation
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Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Note: File(…) is not 
actually accessing the file
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• Vuln Case Study: Path Traversal (CWE-22)
• Vuln Detection Language: CodeQL
• Vuln Detection Language: Semgrep
• Vuln Exploits: Proof-of-Concept
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• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

One of the sanitizers: Exact Path Match
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• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Another one of the sanitizers: Normalization + Prefix guard (if-condition)



codeql/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Another one of the sanitizers: dot-dot (..) check guard (if-condition)



CodeQL for Path Traversal (CWE-22)

• Predicate:
• A function 𝑓 ∶ 	𝑋	à	𝑌, where 𝑌 is Boolean

• Logic Programming:
• Specifying logical formula (and/or/not) 
• Instead of instructional statements (let x = y; if (…); while (…))

• Declarative Programming:
• Specifying properties of goal 
• Instead of the instructions to get to the goal



Programming Paradigms

Imperative Programming
Java, Python, C++

public class Student {
String name;
void hello() {

system.out.println(“hello”);
}

}

Functional Programming
Haskell, OCaml

primes = filterPrime [2..] where
filterPrime (p:xs) =

p : filterPrime
[x | x <- xs, x `mod` p /= 0]

Declarative Programming
Prolog, CodeQL, Scallop

rel grandmother(a, b) =
father(a, x) and mother(x, b)

rel grandmother(a, b) =
mother(a, x) and mother(x, b)
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• Vuln Case Study: Path Traversal (CWE-22)
• Vuln Detection Language: CodeQL
• Vuln Detection Language: Semgrep
• Vuln Exploits: Proof-of-Concept





rules:
  - id: httpservlet-path-traversal
    metadata:
      cwe:
        - "CWE-22: Improper Limitation of a Pathname to a Restricted Directory
('Path Traversal’)”
      vulnerability_class:
        - Path Traversal
    mode: taint
    pattern-sources:
      - patterns:
        - pattern-either:
          - pattern: (HttpServletRequest $REQ)
          - patterns:
            - pattern-inside: $TYPE[] $VALS = (HttpServletRequest $REQ).$GETFUNC(...);
            - pattern: $PARAM = $VALS[$INDEX];
    pattern-sanitizers:
      - pattern: org.apache.commons.io.FilenameUtils.getName(...)
    pattern-sinks:
      - patterns:
        - pattern-either:
          - pattern: (java.io.File $FILE) = ...
          - pattern: (java.io.FileOutputStream $FOS) = ...
          - pattern: new java.io.FileInputStream(...)
severity: ERROR
languages:
- java

Semgrep for Path Traversal (CWE-22)
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severity: ERROR
languages:
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Semgrep for Path Traversal (CWE-22)
• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation
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• Vuln Detection Language: Semgrep
• Vuln Exploits: Proof-of-Concept
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import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path");
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt
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GET /download?path=../SECRET.txt

Payload



Proof-of-Concept (PoC) Exploit

• Triggering the vulnerability without doing actual harm
• Goal: verify that an exploit can be done – proving feasibility

GET /download?path=../../etc/passwd

Payload

Verifying inside of a sandbox



LLM Assisting Offensive Security?



















Logistics – Week 10

• Oral Presentations
• Emails are being sending out; plans established

• Final Projects
• Final project proposal: 1 page PDF (due on Sunday)
• Submit on GradeScope
• Send email to the instructor questions


